
رامعرفی سرویس های پُل، بان و کا
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محصولات

• Pol برای خدمات ایجاد شبکه امن بر پایه متدلوژی پُلZTNA

•BAN برای ارایه سرویس مدیریت شبکه بر پایه بانUEM

•KARA برای ایجاد یک پلتفرم جامع اطلاعاتی در سازمانکارا

خدمات

یللالمبین دیتاسنترهای ترینامن در سرورها یا اطلاعات میزبانی•

تامین لایسنس های نرم افزاری خاص•

....(وCisco ،Mikrotik)آموزشی فنی دوره هایبرگزاری •

ارایه ی مشاوره در طراحی، پیاده سازی، مدیریت و امنیت شبکه •

ارایه مشاوره در حوزه مدیریت فرآیندهای سازمانی•

فعالیت های ما
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 POL–ل پُ سرویسمعرفی 
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پُلچرا سرویس 
ZTNAپشتیبانی از تکنولوژی •

عدم نیاز به خرید، راه اندازی و نگهداری سرور•

راه دوره منابعازدسترسی امن کاربران سازمان •

عمومی Wi-Fiایمن سازی در اتصال به شبکه های•

مقیاس پذیری و توسعه آسان شبکه•

محافظت از داده ها با رمزنگاری•

انطباق با مقررات و قوانین•

IPآدرس 6و 4پشتیبانی نسخه های •

7*24پشتیبانی فنی •

در داخل سازمان On premiseامکان ارایه سرویس به صورت•
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ZTNAساختار شبکه های مبتنی بر 
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لپُ سرویس شماتیک
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AuthenticationKYC
MFA

Hardware IDAuthenticators email

Network ObjectsUser User Group Network HostNetwork Group

Access
Access Rules

Firewall

DNS

Inspection
DPI / AI

Monitoring Reporting Log Management

لپُ معماری سرویس 
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Spec. Description

Supported Protocols TLS 1.2, 1.3

Authentication Methods Password, MFA (e.g., SMS, TOTP, Security Key)

Cipher Method AES256

Deployment Options Cloud-based, On-premise

Scalability Supports a wide range of user and application needs, tested for 
3,000 concurrent connections

User Capacity Proven to support over 2,000 users for a single Gateway

POL Technical Specifications
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Key Features
Multi-Factor Authentication (MFA)
Add an extra layer of security by requiring users to provide a second verification factor, such as a code from their phone, in 

addition to their password.

Data Encryption
All data transmitted through the POL tunnel is encrypted using the industry-standard AES256 cipher, protecting it from 

unauthorized access even if intercepted.

BYOD Support
Securely access company data on personal devices without compromising personal information.

Third-Party Access Control
Grant limited access to specific resources for vendors, contractors, or other third parties.

Log Management
POL generates detailed logs of user activity and security events, enabling administrators to track access attempts and 

troubleshoot any issues.

Safe DNS Integration
Integrate POL with a secure DNS solution, such as Safe DNS or Hyper ICT DNS, to block phishing attempts and protect users 

from malicious websites..
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پُلمدیریتی پنلرابط کاربری و 

و تلفن همراه Windowsاپلیکیشن  مدیریت شبکهپنل
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مدیریت کاربران–پُل مدیریتی پنل
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انتعریف و مدیریت گروه کاربر–پُل مدیریتی پنل
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Network Objectتعریف و مدیریت –پُل مدیریتی پنل
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Hostsتعریف و مدیریت –پُل مدیریتی پنل
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Access Roleتعریف و مدیریت –پُل مدیریتی پنل



w w w . c y b e r t d e . c o m

Two Factor Authentication–پُل مدیریتی پنل
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Logs Report–پُل مدیریتی پنل
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 BAN-بان سرویسمعرفی 
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بانچرا سرویس 

و تجهیزات نقطه پایانیدستگاه هامدیریت •

امنیتی قوی و کاهش تهدیدات سایبری مشی هایاعمال خط •

فعالیت های فناوری اطلاعاتبهره وریکاهش هزینه ها و افزایش •

کاهش زمان خرابی تجهیزات و شبکه•

7*24پشتیبانی فنی •

در داخل سازمان On promisامکان ارایه سرویس به صورت•
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POL-پل 

ماژول به صورت 6از بهره گیریاین نرم افزار با •
.یکپارچه، طیف کاملی از خدمات را ارائه می دهد

این نرم افزار، به طور  ATMماژولگفتنی است •
دستگاه هایاختصاصی برای مدیریت و نظارت بر 

.طراحی شده استبانک هاو برای خودپرداز

ATM
Management

Client 
Management

Network 
Management

Privileged 
Access 

Management

System 
Operation 

Center

Patch 
Management

باننرم افزار ماژول های
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BAN is a unified endpoint management 

and security solution that enables to 

manage end-user computers and 

servers at the same time from a central 

location regardless of operating system.

Monitoring Management

Security

Create Alerts for
Critical Levels

Real-time System
Performance Tracking

Software and Hardware
Inventory Management

In Compliance with
Legislative Regulations;

PDPL and GDPR

Features & Capabilities

1- Client Management Module
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Network Management is a solution that 
enables all network switches, routers, 
access points and all devices that can 
receive IP addresses to be monitored,
managed and configured from a single 
platform, regardless of brand and model.

Location Free Network 
Device Tracking

Network Monitoring
on Map

Enterprise-Specific
Identity Indexing

Multiple Vendor Support 
Network Device Tracking

Features & Capabilities

2- Network Management Module

Configuration 
Back-up & 

Restore

Multiple 
Protocol 
Support

Control 
Dynamic 
Topology
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It is a security solution that can be easily 
installed in on-premise or cloud structures, 
providing administrator access with multi-
factor authentication (MFA) based on 
workflow-based access requests, approvals 
and password vault to hide and isolate
privileged accounts where cyber attacks are 
most common.

Reduction the
Attack Area

Manage 
Secret Strings

Managing 
Audit Activities

Checking
Sessions

Features & Capabilities

3- PAM Module
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Real-time System 
Performance Tracking

Incidents and 
Warnings on Map

Create Alerts for 
Critical Levels

Comprehensive and 
Detailed Monitoring

Features & Capabilities

4- SOC* Module

*System Operations Center 

The SOC module enables monitoring 
of system performance, management 
and security in a live environment 
with instant notifications with 
advanced and editable dashboards on 
a single screen.
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Comprehensive 
Reporting

Quicker Solution 
Through Patch 
Classification

Simultaneous 
Patch Distribution

Increasing Quality of 
System Performance

Features & Capabilities

5- Patch Management Module

Patch Management performs complete 
and automated management and 
quickly responds to computer threats as 
it detects  vulnerabilities and distributes 
patches.

Scanning and 
Updating Security 

Vulnerability

Automatic Patch 
Deployment

Downloading and 
Updating 
Patches
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 KARA-کارا سرویسمعرفی 
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کاراچرا سرویس 
سازمان ها با چالش مدیریت ابزارهای مختلف برای انجام کارهای روزمره دستت و پنجته 

ی، تنها ایمیل، تقویم، اشتراک گذاری فایل، جلسات آنلاین و چت های سازمان. نرم می کنند
ما هرچند نرم افزارهای متعددی برای این نیازها وجود دارد، ا. بخشی از این ابزارها هستند

را درگیتر  ITعدم یکپارچگی آن ها، کارکنان را مجبور بته استتفاده از چنتدین ابتزار و تتیم 
.نگهداری از سرویس های مختلف می کند

ترین این سرویس بر پایته یکتی از قدرتمنتد. سرویس کارا راه حلی برای این مشکل است
ریت نرم افزارهای متن باز در حوزه همکاری محتوایی توسعه یافته و امکانتاتی ماننتد متدی
راهم ایمیل، تقویم، اشتراک گذاری فایل، برگزاری جلسات و چت را در یک پلتفرم واحتد فت

.می کند
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Talk
Secure video, 
text chat

MCC
Easy mail, 
calendar, contact

File
Sharing and securing 
of your files & pictures

Office
Documents directly 
in your browser.

Deck
Team planning and 
project organization

Tasks
Personal planning 
and daily planner

Forms & Polls
Simple surveys
& questionnaires

KARA Module

Assistant (AI)
It allows users to 
launch AI
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• File Versioning introduces viewing and side-by-side comparing files

• Tagging files for automated work or files protection

• Secure file and folder sharing

• File locking to protect files from alteration while editing

• Flexible access permissions

• Reinforced link protection and expiration dates

• Editing and co-editing with office suite integration

• Client-side protection of files and end-to-end encryption

• Microsoft Outlook, SharePoint, Windows Desktop, MS Office online 

server, Teams and Slack integrations available.

Features & Capabilities

1- File Module

Secure cloud storage and file sharing 
software for easy sync, sharing and 
collaboration on your files.

Easy access 
anywhere

Ultimate 
security

Deep 
integration
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• Show “Talking time” in participants list during a call

• Join the same conversation and call from multiple devices

• Self-hosted, no leaking of metadata

• Interactive widgets, message editing and federated chatting

• Jump start conversations in breakout rooms

• Assign general and individual permissions to participants

• In the sidebar you can find an overview of the latest shared items

• Individual and group calls & chat

• Integration with KARA Files

Features & Capabilities

2- Talk Module

Keep your online conversations, 
meetings and video conferencing 
private and secure with KARA Talk 
module.

Screensharing

online 
meetings

video 
conferencing 
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• Simple design: No mass of options, only the essentials. Works well on 
mobile of course.

• View & export results: Results are visualized and can also be exported 
as CSV in the same format used by Google Forms.

• Data under your control! Unlike in Google Forms, Type form, Doodle 
and others, the survey info and responses are kept private on your 
instance.

• Connect to your software: Easily integrate Forms into your service 
with our full-fledged REST-API.

•  Get involved! We have lots of stuff planned like more question types, 
collaboration on forms, and much more!

Features & Capabilities

3- Forms & Polls

Simple surveys and questionnaires, 
self-hosted!

Simple design

View & export 
results

Data under 
your control
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• Add your tasks to cards and put them in order

• Write down additional notes in markdown

• Assign labels for even better organization

• Share with your team, friends or family

• Attach files and embed them in your markdown description

• Discuss with your team using comments

• Keep track of changes in the activity stream

• Get your project organized

Features & Capabilities

4- Deck

Manage your tasks and projects in our 
Kanban style Deck board to 
collaborate with colleagues on Deck 
cards, share files and more with this 
productivity app

Assign labels 

project 
organized

Easy to use
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• Add and delete tasks

• Edit their title and description 

• Start and due dates 

• Mark them as important. 

• Shared between users

Features & Capabilities

5- Tasks

Manage your tasks and projects in our 
Kanban style Deck board to 
collaborate with colleagues on Deck 
cards, share files and more with this 
productivity app

Assign Tag

Shared 
between users

Easy to use
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• Create and share multiple calendars

• Integrate external calendar resources (Web Cal)

• Appointment scheduling, resource booking & Talk integration

• File attachments

• Assign attendees as Talk room participants when creating a room 
from an event

• Create a Talk room with each appointment in Calendar

• Holiday calendars can now be set up

• Improve handling of links for online events in Calendar

• Create an associated Talk room when booking a meeting with just 
one click

Features & Capabilities

6- Calendar

Efficiently plan and organize 
meetings and events in Calendar, 
maximizing productivity and saving 
valuable time

Talk rooms

Appointment 
booking

Search
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• Search in message body in mail

• Send & receive encrypted mails

• Outlook and Teams integrations

• Deleting mails in Trash after x days

• Shared mailboxes and S/MIME support

• Multiple accounts with unified, smart inbox

• Travel itinerary recognition and Calendar integration

• Supports end-to-end encryption using OpenPGP and S/MIME 

Features & Capabilities

7- Mail

Automatically upload files to replace 
large attachments or integrate 
Calendars and Contacts in Microsoft 
Outlook.

Multiple mail 
accounts

Message 
threads

Easy to use
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• Document editing

• Fully collaborative

• Intuitive

• Real-time cursor tracking

• Compatible with Microsoft office

• Real-time cursor tracking

Features & Capabilities

8- Office
Edit office documents directly in your 
browser. organized on KARA 
Spreadsheet. Thousands of 
functionalities, formulas, and tools are 
at your fingertips for the most precise 
spreadsheets.

Doc

Spreadsheet

Present & 
Draw
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• In the assistant, the list of available tasks depends on the available 
providers installed via another module.

• This means you have complete freedom over which service/software 
will run your AI tasks.

Features & Capabilities

9- Assistant (AI)
It allows users to launch AI tasks, be 
notified when they finish and see the 
results. The assistant also appears in 
other apps like Text to easily process 
parts of a document.

Text processing

Generate an 
image

Chat with AI



میدانیماولنیستیم؛پس

!مبیشترتلاشمیکنی

+98 21 91001017

+98 914 321 3753

www.cybertde.com

info@cybertde.com

+98 9126191534
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