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Securely
Connect
Anything

---------------

................

Managed Devices
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More use cases
More authorization

More control A\ Azure

e

Cloud (laaS)

............... ]l

On Premises

Start Now More adoption options Saas Applications
—_ Think Next More synergies
On-site Users More agility
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Firewall
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POL Technical Specifications

Spec pesoipton

Supported Protocols TLS1.2,1.3

Authentication Methods  Password, MFA (e.g., SMS, TOTP, Security Key)
Cipher Method AES256

Deployment Options Cloud-based, On-premise

Supports a wide range of user and application needs, tested for

Scalability 3,000 concurrent connections

User Capacity Proven to support over 2,000 users for a single Gateway
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Key Features
Multi-Factor Authentication (MFA)

Add an extra layer of security by requiring users to provide a second verification factor, such as a code from their phone, in
addition to their password.

Data Encryption

All data transmitted through the POL tunnel is encrypted using the industry-standard AES256 cipher, protecting it from
unauthorized access even if intercepted.

BYOD Support

Securely access company data on personal devices without compromising personal information.

Third-Party Access Control

Grant limited access to specific resources for vendors, contractors, or other third parties.

Log Management

POL generates detailed logs of user activity and security events, enabling administrators to track access attempts and
troubleshoot any issues.

Safe DNS Integration

Integrate POL with a secure DNS solution, such as Safe DNS or Hyper ICT DNS, to block phishing attempts and protect users
from malicious websites..
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@ Dashboard Bz Users B Logs == Subscription £5§ Settings

Hello Dorsa

Basic Monthly

Total Users Remaining Days

Secure Connection

Feb 06, 2024

Mar 07, 2024

Public IP: 185.50.245_20

HPAIP: 100.64.0.24

v0.0.6_2310
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iijHlil admin@hyper-ict.com

Download Support Docs

4 Dashboard

28 Users List

8+ Add User

= Groups

B Add Group

22 User = Network

Ali Ramezankhani

Mastaneh Nemat

Miad Dadbin

Farhad Soltani

& Access Rules

ramezankhani.ali@gmail.com

mastanehnemat@gmail.com

miad.dadbin@gmail.com

farhadsoltani@gmail.com

B Logs %3 Settings

Group HPAIP Account Status

Sysadmin

LANtech Not Verified / Disabled

LANtech Not Verified / Disabled

Sysadmin
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il admin@hyper-ict.com Download Support Docs ‘iikii

H
Pa

A Dashboard & User = Network & Access Rules B Logs %% Settings

Groups

Description
& Users List

Default Default group
&+ Add User

Sysadmin System administrators team.
i= Groups

LANtech LAN technicians
Add Group
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Network Object i g wiyys — )3 (5iayde Ji

i admin@hyper-ict.com Download Support Docs 'ii:;:fi'

A Dashboard & User 7 Network & Access Rules B Logs %% Settings

Groups

Description
28 Network Groups

CallCenterServers#01 All call center servers.
8+ Add Network

LANServers#01 All LAN servers.
iZ Hosts

B Add Host
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Hosts a3 9 iyl - J:‘ e Ju

i!'admin@hyper—ict.com Download Support Docs 'ii:;,ii'

HPA

Description
& Network Groups

1. CMDB#01 CMDB server
&+ Add Network

i= Hosts

B Add Host
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Access

i admin@hyper-ict.com

4 Dashboard 22 User = Network

Access Rules

28 Rules List

CallCenterAccess#01
&+ Create Rule

LANservice

& Access Rules

Source

LANtech

LANtech

Download Support

B Logs %% Settings

Destination Action Delete

CallCenterServers#01 accept

LANServers#01 accept
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lijklit admin@hyper-ict.com

4 Dashboard

Account Security

= General Settings

8 Your Profile

& Account Security

P Change Password

= Gateways

2% User

Two Factor Authentication — |5 (S y330 Ji

Download Support Docs

2 Network & Access Rules B Logs %% Settings

Two Factor Authentication

With Two Factor Authentication, also called 2FA, you can add an extra layer of security to your account
in case your password is stolen.

Two Factor Authentication Type:

Disable v

Email
Google Authenticator
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il admin@hyper-ict.com

4 Dashboard

Logs

Action Time (Etc/UTC)
June 7, 2024, 7:31a.m.
June 7, 2024, 5:08 a.m.
June 1, 2024, 11:50 a.m.
May 29, 2024, 1:28 p.m.
May 29, 2024, 1:27 p.m.
May 29, 2024, 12:58 p.m.
May 23, 2024, 8:59 a.m.

May 23, 2024, 6:44 a.m.

22 User = Network

Action Type

Login

Login

Login

Invite User

Delete User

Login

Login

Invite User

Status

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

Logs Report — |5 (5330 J

<

Download Support Docs

& Access Rules B Logs %% Settings

Remarks

admin@hyper-ict.com is logged in with ip: 185.50.245.18
admin@hyper-ict.com is logged in with ip: 185.50.24518
admin@hyper-ict.com is logged in with ip: 84.248.112.155

User with farhadsoltani@gmail.com email address invited successfully
User with farhadsoltani@gmail.com email address deleted successfully
admin@hyper-ict.com is logged in with ip: 185.50.2451%
admin@hyper-ict.com is logged in with ip: 194.218.38.226

User with miad.dadbin@gmail.com email address invited successfully
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1- Client Management Module .

BAN is a unified endpoint management

and security solution that enablesto Monitoring

Management

Mmanage end-user computers and
servers at the same time from a central

location regardless of operating system.

Features & Capabilities

o~

Security

ie]

Creotealertsfor | InComplonce nth - Reatime systerm  Software and Hardware L
POPL and COPR Performmance Tracking — Inventory Management D} e Q
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2- Network Management Module A
PN N
Network Management is a solution that % -----
enables all network switches, routers, Canfiout el protoco!
access points and all devices that can v v
receive |P addresses to be monitored, /-\
managed and configured from a single i -
platform, regardless of brand and model. —
Features & Capabilities
© %__@l % i
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3- PAM Module

It Is a security solution that can be easily
installed in on-premise or cloud structures,
providing administrator access with multi-
factor authentication (MFA) based on
workflow-based access requests, approvals
and password vault to hide and isolate
privileged accounts where cyber attacks are
mMost common.

Features & Capabilities

® 2 L B

AUDITOR

i

PRIVILEGED USER

PRIVILEGED USER
[ S T T
INTERNAL NETWORK

SESSION
MANAGEMENT

ASSETS DISCOVERY

VAULT
MANAGEMENT

DevOps

PASSWORD
MANAGEMENT

IT WORLD

OT WORLD

Reduction the Checking Manage Managing
Attack Area Sessions Secret Strings Audit Activities OS\J Lf{@
CYBERTDE
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4- SOC* Module

The SOC module enables monitoring
of system performance, management

and security in a live environment

with instant notifications with
advanced and editable dashboards on

a single screen.

Features & Capabilities

L1
Real-time System Comprehensive and
Performance Tracking  Detailed Monitoring

Incidents and

c—DD

: Create Alerts for
Warnings on Map  Critical Levels

*System Operations Cente
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5- Patch Management Module

Patch Management performs complete
and automated management and
quickly responds to computer threats as
it detects vulnerabilities and distributes
patches.

Features & Capabilities

==l OL S A E
@. annll] 393 Fe

Simultaneous
Patch Distribution

Quicker Solution
Through Patch
Classification

Comprehensive Increasing Quality of
Reporting System Performance

]
- — J
Scanning and

TN

Updating Security

Vulnerability

Automatic Patch

Deployment

AN

Downloading and

Updating
Patches
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File Office Talk
Sharing and securing E Documents directly Q Secure video,
of your files & pictures in your browser. text chat
— Deck MCC Forms & Polls
El Team planning and 8 4 Easy mail, m Simple surveys
project organization calendar, contact & questionnaires

Tasks
V4 Personal planning
and daily planner

% Assistant (Al)
% Itallows users to

launch Al
"bl\:T\‘BE.RT:E\fC°l
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1- File Module

Secure cloud storage and file sharing
software for easy sync, sharing and
collaboration on your files.

Features & Capabilities

* File Versioning introduces viewing and side-by-side comparing files

* Tagging files for automated work or files protection

» Secure file and folder sharing

* File locking to protect files from alteration while editing

* Flexible access permissions

* Reinforced link protection and expiration dates

« Editing and co-editing with office suite integration

» Client-side protection of files and end-to-end encryption

» Microsoft Outlook, SharePoint, Windows Desktop, MS Office online
server, Teams and Slack integrations available.

]
« — J

Easy access
anywhere

TN

Ultimate
security

5

Deep

integration
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2- Talk Module

Keep your online conversations,
meetings and video conferencing
private and secure with KARA Talk
module.

Features & Capabilities

* Show “Talking time” in participants list during a call

« Join the same conversation and call from multiple devices

« Self-hosted, no leaking of metadata

* Interactive widgets, message editing and federated chatting

« Jump start conversations in breakout rooms

* Assign general and individual permissions to participants

* Inthe sidebar you can find an overview of the latest shared items
* Individual and group calls & chat

* Integration with KARA Files

]
« — J

Screensharing

TN

online

meetings

5

AN

video
conferencing

@
§

D\J ¥
2

CYBERTDE

AN



3- Forms & Polls

Simple surveys and questionnaires,
self-hosted!

Features & Capabilities

* Simple design: No mass of options, only the essentials. Works well on
mobile of course.

» View & export results: Results are visualized and can also be exported
as CSVin the same format used by Google Formes.

* Data under your control! Unlike in Google Forms, Type form, Doodle
and others, the survey info and responses are kept private on your
instance.

« Connect to your software: Easily integrate Forms into your service
with our full-fledged REST-API.

« GCetinvolved! We have lots of stuff planned like more question types,
collaboration on forms, and much more!

]
« — J

Simple design

TN

View & export
results

Hextcloud Forms questionnaire

5

Data under

your control
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4- Deck ~ K
Manage your tasks and projects in our /\
Kanban style Deck board to QI 4
collaborate with colleagues on Deck /\ =1 /\
cards, share files and more with this rf@ — ( .
, §\°a/] project o0
productivity app | W @
Assign labels

Easy to use

Features & Capabilities \/ \/
* Add your tasks to cards and put them in order e —— |

 Write down additional notes in markdown

* Assign labels for even better organization

» Share with your team, friends or family

» Attach files and embed them in your markdown description
* Discuss with your team using comments

* Keep track of changes in the activity stream

« Get your project organized

¢
AFS
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5- Tasks ~ K
Manage your tasks and projects in our /\
Kanban style Deck board to QI 4
collaborate with colleagues on Deck /\ =] /\

. . . 75N = fﬁ

cards, share files and more with this R\@)ﬂ Shared 20

productivity app —— >
@

Easy to use
Features & Capabilities

« Add and delete tasks
« Edit their title and description
e Start and due dates

 Mark them as important.

* Shared between users
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6- Calendar

Efficiently plan and organize
meetings and events in Calendar,
Mmaximizing productivity and saving
valuable time

Features & Capabilities

Create and share multiple calendars

Integrate external calendar resources (Web Cal)
Appointment scheduling, resource booking & Talk integration
File attachments

Assign attendees as Talk room participants when creating a room
from an event

Create a Talk room with each appointment in Calendar
Holiday calendars can now be set up
Improve handling of links for online events in Calendar

Create an associated Talk room when booking a meeting with just
one click

N

« — J

TN

Appointment
Talk"v
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7- Mail

Automatically upload files to replace
large attachments or integrate
Calendars and Contacts in Microsoft
Outlook.

Features & Capabilities

» Search in message body in mail

» Send & receive encrypted mails

« QOutlook and Teams integrations

* Deleting mails in Trash after x days

« Shared mailboxes and S/MIME support

« Multiple accounts with unified, smart inbox

» Travel itinerary recognition and Calendar integration

« Supports end-to-end encryption using OpenPGP and S/MIME

/E@T\

« — J

TN

Multiple mail
accounts

Message

5

AN
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=/

Easy to use
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8- Office P WiR

Edit office documents directly in your

browser. organized on KARA @\

Spreadsheet. Thousands of =

functionalities, formulas, and tools are /2N — f%
' ' ={T}e Spreadsheet

at your fingertips for the most precise r\\@] Q{:} !7

——>
spreadsheets.

<

T M e dwe feme e D e

W E 0

Doc Present &
. Draw
Features & Capabilities ~  N_ .~ e —

« Document editing

* Fully collaborative

* Intuitive

» Real-time cursor tracking

« Compatible with Microsoft office

» Real-time cursor tracking

CYBERTDE
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9- Assistant (Al) P KR

It allows users to launch Al tasks, be

notified when they finish and see the @\

results. The assistant also appears in —

other apps like Text to easily process = ﬁ

parts of a document. rwa j e iiegn i ]

\rnaV [—)

Text processing Chat with Al

Features & Capabilities \_/ ....... . ‘

* |In the assistant, the list of available tasks depends on the available
providers installed via another module.

Context Chat

« This means you have complete freedom over which service/software
will run your Al tasks.
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